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... 0Ka3a/10chb, YTO pOHOBAS 3a40a4a CMOTPUT ...
Ha peasibHoe rook/r4YeHue K SiHoekc.Kacce.

.. Ipu 3TOM pOHOBAS 3a0a4a cMOTpea
HQ Bepcuto TecToBou 6a3bil.

Kak B «[logo lNuuua» notepanu 8 \
MUWNJINOHOB 3@ OAUH Yac U3-3a y
TeXHUYECKOU oWn6KM, a NOTOM BEPHYNM ‘

https://habr.com/ru/company/yamoney/blog/325762/



https://m.habr.com/ru/company/yamoney/blog/325762/

~

OcobeHHO 06UdHO 6b1710 0CO3HABATH,
4TO Mbl BEPHYJIU O€Hbru, KOTOPbIX
He roJsiy4asiu — 3To 6bi1u
TecToBbie 3aKa3bI.

. _/

https://vc.ru/flood/21255-dodopizza-money-back

AHapeu ApedbeB

PykoBoauTEb HanpaB/eHMs
SNTIEKTPOHHOWM KOMMEP LI
«[Hopo lNMuuua»


https://vc.ru/flood/21255-dodopizza-money-back

YTo TecTy xopolLuo,
TO production’y — cmepTb!
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1 Penkoe nosepeHue
5] Mocks & stubs
1% JlormposaHue
AHTM6e30MacHOCTb

4 (0o6aBb cBOE)

Not for

production!




N KaK 6bITb?

N3onnpoBaThb |
Ha ypoBHe
MCMNOJIHEHUS

IF'bl + HACTPOUKMK

12



IF'bl + HACTPOUKMU: UTO He TaK?

* [IlpuMeHnMbl He Be3ae (HanpuMmep, B bubnmoTekax)
= Hy>KHO NpegycMaTpmuBaTh 3apaHee

» Jlerko HakocsauMnTb B production
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N KaK 6bITb?

N3beraTtb

XPaHeHus
_
Ha ypoBHe
NCMNOJIHEHUS
Side Effect Injection




KnioueBasa npesq Side Effect Injection

g2 [MncaTb UCXOOHbIN KOA, Kak 06bIYHO, @ TECTOBOE NoBeaeHne
BHeAPSATb U3BHE 1 TOJIbKO TaMm, rAe 3TO HY)KHO.

=
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o‘ : OO

6alT-K00?
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Java Virtual Machine Tool Interface

JVM Tl no3BongeT TpaHchopMmpoBaTb BAaNT-Koa K1acCOB BO BPEMS MUX 3arpy3KMu.

» https://docs.oracle.com/en/java/javase/14/docs/specs/jvmti.html

= https://habr.com/ru/company/odnoklassniki/blog/458812/

AHpapen lNaHbruH

OZHOKJTaCCHUKM

18


https://docs.oracle.com/en/java/javase/14/docs/specs/jvmti.html
https://habr.com/ru/company/odnoklassniki/blog/458812/
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Side Effect :'
Injection ;

Ha nanbyax
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y LIEJTEBOM KNNACC MOOVNONKALNGA

LIEJTEBOE
NMPUNOXEHWNE

JAVA AGENT TPAHCOOPMATOP
(AVM TI) (ClassFileTransformer)

19






Aspectd Byteman

NMpuHuun oauH.

Peanusauuu MHOrO.

23




Eclipse AspectJ

Uto? ACNEeKTHO-OpPUEHTUPOBAHHOE pacluupeHue Java

C Bepcuu 5 MO)KHO nucaTtk U HQ «yucTou» Java

Korpa? Co3pnaH B 2001 r. koMnaHuen PARC

KT0? XXunBeT noa 3oHTUKOM Eclipse Foundation
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Aspectd enables

clean modularization

of crosscutting concerns,
such as error checking and

https://www.eclipse.org/aspecti/



https://www.eclipse.org/aspectj/

YcTpOUCTBO W
AspectJ
Weaver

10 MHEeHUro ‘

aBTOpPOB Java Agent

/[

Weaving

Aspeclts
NCTOYHUK: KHUTa Unwoven classes
ASpeCtJ in ACtiOﬂ <aspectj> <aspectj> and aSpeCtS
(2nd Edition) : :
</ tj= </ cli>
rnaBsa 8.3.1 aspeK /raspe l L
aop.xml files Classes
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[lopa 66l U KOO MoOKa3aTb..
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AspectJ: 3aMeTKHU

e

—

=,

53
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[MBKNIN 93biIKk MOaNIUKaLIUN

- OTnnyHaga nopgoep>kka B IDE

' HY)KHO XpPaHNTb BMeCTe C LeJsieBbiIM KOAO0OM

Hy>xHO TAHYTb aspectjrt. jar Kk cebe B classpath
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JBoss Byteman

Y1o? NHCTPYMEHT Ong TPacCUPOBKN, MOHUTOPUHIA, OTNa[AKHU
N TecTUupoBaHMUA NPUIOXKEHUN Ha Java

Korpa? Pa3pabaTbiBaeTca c 2009 r. Kak oanH 13 npoekToB JBoss

KT07? CnoHcupyeTcqa Red Hat
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It injects Java code

iInto your application ...

without the need for you
to recompile, repackage
or even redeploy your
application.

https://byteman.jboss.org/



https://byteman.jboss.org/

[lopa 66l U KOO MoOKa3aTb..
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Byteman: 3aMeTKu

i€

1y

Jlerko nogkntoyaeTcs K NMPUITOXKEHUIO

> YMeeT npaBuUTb Knaccbl B Java. Lang mn T.m.

“* HeT noppep>xku B IDE
2 CaMObBbITHbIN A3blK MOAUDUKAL M

37






JMint

UTo? NHCTPYMEHT ONa BHEeOPEHUS OTNafouHbIX
N TeCcTOBbIX MoBeaeHnn B Java nNpuno>xxeHus

Korpa? Co3pnaH B 2016 r. Kak nYHbI R&D npoekT

KT0? AKTUBHO NpuMmeHsaeTcs B LLDT
(Onpekuma npeponnavyeHHbIX KapT)

39
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Moandukaumm oomKHbl
ONnUCbIBATbCA TaK Xe,

KaK ecnu 6bl Mbl genanu nx
NPAMO B UCXOOHOM Kofe.

npuaymMan TO0JbKO YTO



https://github.com/Toparvion/jmint

OponneT - utMa Mmoandunkauum B jMint

= Bepcusa LeneBoro Kjacca, cogepykawas Tosibko MoandUumpyrowmm Ko

= Koo koMnunupyeTca bubnmotekon Javassist (= IDK 1.5)

* UrHopupyeT MoamndUKaTopbl 4OCTYNa, Nonsd, HacnenoBaHue,
aHHOTaLMM U Ntobble HeEMOMeYeHHble MeToabl

= Mo)keT umeTtb B UMeHun cydpukc Droplet mnm _Droplet

= Mo)keT co3gaBaTbCq 2-Ma criocobamMu:

= C HYNf: HUYEro JINWHEro, HoO Haao NMMCcaTb pPyKaMu

" U3 KOMUM: KN1IoOMaTb He CTPOUTbL», HO OCTaeTCd MHOrIro wyma

41



A BOT KaK 3To paboTaeT..

43



JMint: 3aMeTKM

7> CMHTaAKCUC NOXOXX Ha LeneBoun Knacc
s MognduKaumm MOXKHO XpaHUTb rae yrogHo

% YwepbHbin g93bIKk MOAUUKaLUM
*? HeoyeBMOHOCTb OTNIMYMK OT LLe/IEBOIO Kacca



= MAA3rA BNAOUMWUP BANEPMEBUY

5] LOG OUT

Jenkins UPC2 upc2sand

Status

© ©

Changes

Workspace

Build with Parameters

Configure

& o 1

[ Delete Project

(») Rebuild Last

% Job Config History

@ Rename

A, Build History trend A

[ find X

0

Wed Jul 22 12:41:45 NOVT 2020

@#n

Wed Jul 22 11:12:54 NOVT 2020

@

Tue Jul 21 09:46:39 NOVT 2020

&#09

Project upc2sand

Droplets

MogKNoYMTL APONNETHI:

core/AuthenticateMPjav
[core/Bookerimpl java
[core/cDASClientimpl.java
[ecore/cardupc.java
core/CardUpc._isFirstLogin_Ti
[core/CommonAbstractAmgp
[core/Consumer.java
[core/controlRateDecrease |
core/ControlRatelncrease. ja
[core/CoreContextimpl.java

MoAKNKYUTE APONNETHI:

KapT Ha TECTOBLIX KOMMNEKCaX.
C-2.

Droplets core/AuthenticateMPjava
[1core/Bookerimpl.java
[ core/CDASClientimpl.java

[1core/CardUpc.java recruposas

firstLogin-mock.properties.

[core/CoreContextimpl_RT.java
[core/Crypter.java
core/EquitiesProviderjava
core/EurekalnstanceConfigProvider.java
[core/FRAMOSClientimpl java
[core/LimitsManagerimpl.java
core/LimitsSyncService.java

U core/LoyaltyApiClientimpl.java
[core/OperationEnricher java
Ccore/ParameterType.java
[core/PayPassManagerimpl.java
[eore/PevrClientimpl java
[core/qpayAdapterimpl java
[core/QpayClientimpl.java
[core/QpaycClientimplLimitExceeded.java
[core/QpayClientimpl_Block_Arrested.java
[core/qQpayClientimpl_TranStatus. java
[core/QpaycClientimpl_TranStatus_RT.java
[core/QpayModule.java

[ecore/QpayNameFormProviderDecrease java

[core/QpayNameFormProviderincrease.java
[core/QpayNameServiceBuilder.java
core/QpayPhoneFormProvider.java

[ponneT npefHasHayeHd And UMUTaLMK patoTbl Yepes MOBUNEHOE NPUCKEHWe. STO HeOBXOAUMO, HanpUMep, NP TECTUPOBaHNUK
OTKNtoYaeT wudpoBaHue naponen

WMckmoyaeT TN 6anadca BNS_DEBT aAna Mo6MNbHbIX nnathopm.

MNpuHyaUTENBHO BKMHOYaET perucTpaumio komnnekca B Eureka no IP-agpecy sMecto hostName.

MoAmMeHseT cTaTyc NPOBEPKU NnaTexa Ha (ppof nocne nonyyeHun oTeeta oT FRAMOS

MMogmMeHAeT noxoA B Limon Ha 3aBe4oMO yCMEelLHY0 NPOBEPKY NIMMWTOB C (eiKoBbIM D NpoBEpKM.

MoAMEHAET HOMEp CHETa ANA 3arpyaku TMMUTOB Ha 38BEA0MO KOPPEKTHbIRA

[pw 3arpy3sKe 6OHYCHLIX 6aNaHcoB ¢ UCMNoNb3oBaHWeM REST-API nogMeHAEeT eaH Ha 3apericTPUPOBaHHLIIA B JIOANLHOCTH.
JlorupyeT coo6iLeHns 06 3aNeMeHTax MCTopUK, ITHOPUPYEMBIX NpK 3arpyske B Elastic

Mpw nepesofax 3K o6ecnye4nsaeT nepeaayy B [l GpUKCHpOBaHHOTO Kypca BantoThbl

({@cutpoint INSTEAD

MogmMenneT oTBeT PCVR

[nA 2960264879676 GopMmupyeT oTBET oT [11 0 NpeBbILIEHMN NMMUTa 1 (OpMUpYET OTBET oT A AnA BxoAwero nepesofa 3K AN AnA 0id=246886901
BosBpallaeT olWKWEKY 06 apecTe KapTbl NoNb30BaTeNa Npy MoMbITKE 3aKasaTb paypass

Bo3BpallaeT OMEKY O MPEBLILIEHUA MaKCUMANBHOH CYMMBI NEPEBOa NPU NOMNbITKE "TIONYYMTL HANWYHBIE" C BANHOTHOTO KOLWENLKA (B0MkLUE WK paBHo 4400 $/£)

BosBpallaeT olnbKy o6 apecTe KapTbl No ®3-167 NoNbL30BaTENA NPU NOMbITKE BXOAA

MoAMeHRAET CTATYChl YKa3aHHbIX Mo 0lD afpecHbIX AeHeMHbIX NepeBoA0B

MogmMeHAeT cTaTycbl YKasaHHbIX No olD aapecHbIX AEHEXHbIX NEPEBOA0E

MofknioYaeT UMUTATOP [leHemHbIX Nepesofos (QPAY).

Mpw nepeBofax 3K yMeHblIaeT Kypc Ao 40, o6ecneynBaeT BUAMMOCTb U3MEHEHUA KypCa NpW 3anonHeHn GopMbl

Mpu nepesofax 3K yBenuyuBaeT Kypc Ao 70, o6ecne4ymBacT BUOUMOCTb M3MEHEHWA KypCca NpM 3anonHeHnn Gopmbl
Ho6asnaeT Ha Gopmy AN no ©MO cTaTMYECKYH0 HaANWCh, 4To6bl 3Ta (JOpMa ABHO BM3YanbHO OTAM4Yanach OT OCTaNbHbIX.

ONA SMyNAUWMK oLIMEOK NO NUMUTam oT [N B DP3(QpayFault 4516, 4517, 4518, 4519, 4520 ANA NepeBOA0E OTNPABNEHHLIX Ha YKa3aHHLIE B PONIETE ean-bl)
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JMInt: KUwouku

https://toparvion.pro/talk/2018/jbreak/

- |ibreak TS
2 N\Oa. . g ‘ T
X =

Bnaagumup MNnusra
LT

Side Effect Injection,
mnn obpoaetenbHble
KOCTbIAM

48


https://toparvion.pro/talk/2018/jbreak/

CpaBHeHMe MHCTPYMEHTOB

CBOMUCTBO\MHCTPYMEHT Aspectd Byteman
Moaudukauma npuBaTHbIX METOO0B v v v
OToenbHoe xpaHeHmne Moandukaunm - v v
Nononepyka B IDEA v - 7
TOT >Ke A3blK, YTO Y LiefIeBOro KNacca 7 2 — v
UYncTbili classpath - v v
BHeppeHue B knaccobl JVM 3 v =
Hob6aBneHne HOBbIX MNOSIEN N METOAOB v - =
[MogknoueHne “Ha nety” = v -

1 Bes yuéta orpaHuyeHu Javassist
2 He cunTas «uncTbim» Aspectd u BbipaykeHus B pointcut’ax

3 Kpome knaccoB javax.* (B HUX MOXHO) o



LLlac 6yneT rpaduk

BKyCcOBLLUWHA

CybbeKkTuBLMNHA

53



MouwHOoCTb VS CNOXXHOCTb

iyl
A
W
Aspectd
n
|_
O
O 4
5 L o
O .
> ﬁﬁ"g&myﬁl Byteman
jMint
E GluonJ
==
@’ CNoXXHOCTb &
U
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Side Effect Injection: HanyTcTBME

= [lep>kute «60eBomn» Koa U HACTPOMKN YMCTbIMU

» [lenante MmoandmkKaumm npocTbiMU
= A ec/iu He rnoJsly4aeTcs, KoMbUHUpPyUTe MNooxookl

= XpaHUTe MoaudpumnkaLmm ot «6oeBoro» Koga oTAaesibHO

= /1 6yObTe roToBbl K UX yCTAPeBaHUI (&5

* [lpyumeHanTe SEl no HazHavyeHuo
» OyeHUBQASs A/IbTEPHATUBBI

59
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Bcé, yTto MoykeT nolTu He Tak,
06s13aT€Ee/1bHO NOoUOET He Takx.

3akoH Mepoun




Aspectd Byteman jMint

www.eclipse.org/aspectj byteman.jboss.org github.com/toparvion/jmint

Bnagpumup lNnunsra
LT, PrePaid

YW @toparvion

O Toparvion
A https://toparvion.pro/
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https://www.eclipse.org/aspectj/
https://byteman.jboss.org/
https://github.com/Toparvion/jmint
https://toparvion.pro/

NCTOUYHUKUN MaTepuanos

Photo by William Felker on Unsplash

Photo by Karolina Grabowska from Pexels

Photo by Marc Schulte on Unsplash

Photo by Brett Sayles from Pexels

https://www.flaticon.com/authors/freepik

 https://www.flaticon.com/packs/archeology-40
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https://unsplash.com/@gndclouds?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/collections/3476449/bright-livlihoods?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://www.pexels.com/@karolina-grabowska?utm_content=attributionCopyText&utm_medium=referral&utm_source=pexels
https://www.pexels.com/photo/syringe-injectors-placed-on-yellow-surface-4210559/?utm_content=attributionCopyText&utm_medium=referral&utm_source=pexels
https://unsplash.com/@marc_schulte?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/glass-lens?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://www.pexels.com/@brett-sayles?utm_content=attributionCopyText&utm_medium=referral&utm_source=pexels
https://www.pexels.com/photo/close-up-photo-of-leaf-with-dewdrops-2343891/?utm_content=attributionCopyText&utm_medium=referral&utm_source=pexels
https://www.flaticon.com/authors/freepik
https://www.flaticon.com/packs/archeology-40

