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http://stegotext.ru
https://github.com/Toparvion
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https://t.me/StegoTrend

Cny4yam m3 npaKTUKu

Projects / (¥ AggreGate / EJ AGG-15393

Out OF Memory Killer stops the Java process several times a day

¢ B @ S 5 &

O6paboTKa #20 MeTpuK ¢ 10K yCTponcCTB
Liberica JDK 8, G1 GC, -Xmx16G
Oracle Linux, 24 GB RAM, no swap



OCHOBHbIE

UTOObI FrOBOPUTDL

NMNOHATMNHA Ha OOHOM S3blKe
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java.lang.OutOfMemoryError:
Java heap space
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https://www.linkedin.com/pulse/java-virtual-machine-changes-78-9-kunal-saxena
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@Ok@Y(?) 2018

Anpapei MNaHbrux
OAHOKNACCHUKM

[lamaTe Java-npouecca
NO NOJIOYKaM

https:/Mww.youtube.com/watch?v=kKigibHrV5|



https://www.youtube.com/watch?v=kKigibHrV5I

UTo 6bIBaeT npm HexBaTKe hon-heap?

B nydlwieM (penkoM) cnydae:
java.lang.0utOfMemoryError: Direct buffer memory

Ho kKak npaBwuno: (norm OC)
kernel: oom-kill:constraint=CONSTRAINT_NONE,

kernel: Out of memory: Killed process 3618718 (java)
total-vm:28272408kB, anon-rss:22456024kB,

kernel: oom_reaper: reaped process 3618718 (java),
now anon-rss:5949484KkB,
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Henb3a nn 66110 MNPEOCTO BblAadTb OLIJI/I6I-(y
MNP MOTriblTKE alJlNmioumMpoBaTb NaMaTb?



Memory Overcommitment

BcTpoeHHad PyHKLMa OC

OcCHOBaHa Ha MpennosIoXxKeHmu,
UTO 3anpalumBaemMas NaMaTb
He ByaeT MCMoNb30BaHa MOTHOCTLIO

[To3BOMGEeT 3anpallimnBaTb 6oblle NamMaTy,
4yeM eCcTb Ha caMOM Jgene

12
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Memory Overcommitment

8*8=64 9*8=72 @
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Physical Server - ESXi Host - Memory 64GB

o Uniisrenscom Memory Over-commit - Example
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https://www.unixarena.com/2014/07/how-vmware-vsphere-is-saving-physical-memory.html/

3aMeTKa no TepMUHoONoOrmm

“Memory overcommitment” He oTHoOCUTCS

K “committed memory" B JVM:

B OC overcommitment 3HauuT “noHaobellana”

B JVM committed 3Ha4ymT “3actonomna”

15


https://en.wikipedia.org/wiki/Memory_overcommitment
https://docs.oracle.com/en/java/javase/17/docs/api/java.management/java/lang/management/MemoryUsage.html#getCommitted()

MOXHO /I HA 3TO BJIUATDL?

nda:

sysctl vm.overcommit_memory=<mode>
0 Heuristic overcommit handling
1 Always overcommit

2 Don't overcommit

https://www.kernel.org/doc/Documentation/vim/overcommit-accounting

16


https://www.kernel.org/doc/Documentation/vm/overcommit-accounting

Out Of Memory Killer

“MpepoTBpawaTent’ 60/bLLUOM KaTacTpodbl
He nMeeT aBHOIO BbIK/1HOYATENS
[ToBegeHMe 3aBUCUT OT MHOIMX pakTopoB*®

He Oo/MKeH cYMTaTbCH “LUTAaTHbIM” Crly4daeM

17



* Memory Swapping (Paging)

BblTecHeHMe CTpaHuL, NaMATU Ha OUCK
MoxkeT oTnoxxunTb Nnpmxod OOM Killer’'a
MOYKeT O4YEeHb CUTbHO 3aMeIATb PaboTy

|_|O3TOMy HaCTO OKa3blBaeTCH BbIKJ/TKOHEHHDbBIM

18



Y10 MOXXHO ycneTb npu OOM?

B KyJe BHe Kyuu

—fpytenteh
= -XX:+HeapDumpOnOutOfMemoryError

= -XX:0n0utO0OfMemoryError=cmd

19


https://tlum.ru/

Kyaa cMoTpeTb?

B Linux: top, pmap, cat /proc/<pid>/status
B JMX: jconsole, Mission Control, VisualVM
B JVM: Native Memory Tracking

Details .

jconsole
Time: 2023-08-08 20:32:53 s

Used: 784,659 kbytes
Committed: 793,344 kbytes 1%
GC time: 2.463 seconds on G1 Young Generation (117 collections) 50% -
0.002 seconds on G1 Old Generation (0 collections) -
R -
B (==

20



Native MaBHag

3auelKa B

Memory paccnenosanmy
Tracking ‘




JVM NMT

BcTtpoeHHaa ¢oyHKuMa JVM (HotSpot)
Hago BKIKOYNTL 3apaHee:

-XX:NativeMemoryTracking=[off|summary|detail]

NmMmeeT overhead:
-5-10% performance
+2 words/malloc

https://docs.oracle.com/en/java/javase/17/vm/native-memory-tracking.html

22


https://docs.oracle.com/en/java/javase/17/vm/native-memory-tracking.html

Kak nony4uunTtb pe3ynbtatbl NMT

3agaTb pedepeHTHYIO TOYKY:

$ jcmd <pid> VM.native_memory baseline
3anpoCUTb TEKYLLYIO CTaTUCTUKY:

$ jcmd <pid> VM.native_memory summary[.diff]
Ecnuv HeT [cmd, MOXXHO Yepes jattach:

$ jattach <pid> jcmd "VM.native_memory summary"

23


https://docs.oracle.com/en/java/javase/17/docs/specs/man/jcmd.html
https://github.com/jattach/jattach

&= Diagnostic Commands

Operations Name Description
& GCheap_Info baseline request runtime to baseline current memory usage, so it can be com,
1, GC.run
detail request runtime to report memory allocation >= 1K by each callsite.
Ay GC.run_finalization
i JFR.start detail.diff request runtime to report memory detail comparison against previc
A Thread.print scale Memory usage in which scale, KB, MB or GB
A VM.cds shutdown deprecated.
@ VM.class_hierarchy statistics print tracker statistics For tuning purpose.

1, VM.classloaders

1 VM.metaspace
summary.diff

M VM.print_touched_methods

&, VM.stringtable

&, VM.symboltable

i, VM.systemdictionary L3

W GC.class_histogram

W JVYMTI.data_dump

summary request runtime to report current memory summary, which includes

request runtime to report memory summary comparison against pre

(@ Help = () Execute VM.native_memory

Mission Control — BapuaHT jcmd a4 Aet+HABbR¢ SKOHOMHbIX



Native Memory Tracking:

Total: reserved=22607111KB +1636088KB,[committed=21415719KB +1656876KB]

- Java Heap (reserved=15728640KB, committed=15728640KB)
(mmap: reserved=15728640KB, committed=15728640KB)

n M M e B bl Bo a Class (reserved=1223832KB +2491KB, committed=200116KB +3259KB)
(classes #30901 -280)

(malloc=5272KB +443KB #65472 +5996)
(mmap: reserved=1218560KB +2048KB, committed=194844KB +2816KB)

- Thread (reserved=1485308KB +18845KB, committed=1485308KB +18845KB)
(thread #3734 +48)
(stack: reserved=1468116KB +18624KB, committed=1468116KB +18624KB)
(malloc=12822KB +165KB #22398 +288)
paCTe‘T rIOL-ITM (arena=4371KB +56 #7462 +96)
- Code (reserved=272270KB +3996KB, committed=135318KB +24016KB)
(malloc=22670KB +3996KB #28082 +3766)

C KaX ﬂ.o N (mmap: Teserved=249600KB, committed=112648KB +20020KB)
o - GC (reserved=1408163KB +315577KB, committed=1408163KB +315577KB)
BEe pC meu J D K (malloc=791715KB +315577KB #525565 +248761)
(mmap: reserved=616448KB, committed=616448KB)

- Compiler (reserved=5396KB +751KB, committed=5396KB +751KB)
(malloc=5262KB +751KB #7728 +1060)
(arena=135KB #7)

Ka T€ero p MM ONMMCaHbI £ Internal (reserved=1686946KB +603978KB, committed=1686942KB +603978KB)

(malloc=1686910KB +6@3978KB #45439096 +44579107)
(mmap: reserved=36KB, committed=32KB)

XOTb N1 He TNOJTHOCTbHIO . Symbol (reserved=37270KB +35KB, committed=37270KB +35KB)

(malloc=32564KB +35KB #362454 +460)
(arena=4707KB #1)

- Native Memory Tracking (reserved=727516KB +701253KB, committed=727516KB +701253KB)
(malloc=1341KB +539KB #16736 +6500)
(tracking overhead=726175KB +700714KB)

- Arena Chunk (reserved=1050KB -10839KB, committed=1050KB -10839KB)
(malloc=1050KB -1@839KB)

- Unknown (reserved=30720KB, committed=@KB)
(mmap: reserved=30720KB, committed=@KB)


https://docs.oracle.com/en/java/javase/17/troubleshoot/diagnostic-tools.html#GUID-5EF7BB07-C903-4EBD-A9C2-EC0E44048D37
https://stackoverflow.com/q/70709971/3507435
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NpumMep BbiBoaa NMT
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NMT: kaTeropua CLASS

MeTagaHHble K/TaCCOB (HE 3K3eMMJIAPOB)
Kak npaBwnnio, He pacTeT

Heap | Metaspace

Size: 202 9854728 Used: 191680 600 B
Maxc: 268 435 456 B

17:10 :
[0 Metaspace size [l Used Metaspace

28



NMT: kaTeropua CLASS

MeTagaHHble K/TaCCOB (HE 3K3eMMJIAPOB)
KaK mpaBuio, He pacTeT

HO Ny4lle NnoHabnaaThb
[10 yYMOMYaHUIO HEe OorpaHmn4yeHa

HO MOXHO 3a4adTb NOTOJ10K:
-XX:MaxMetaspaceSize=256m

29



NpumMep BbiBoaa NMT
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NMT: kaTeropua THREAD

JaHHble Java-rnoToKoB (CTEKN)
He nMmeeT nMKUTa Yepes onumm JVM
CUMNbHO 3aBMCUT OT YMNCS1a MOTOKOB

1 OT NpeaenbHOro pa3sMepa cTeka:
-Xss (no ymonyaHuiw 1M)

31



Kak paccuuTtaTtb padMmep THREAD

OnpenennTb YMCNOo NMOTOKOB Mo JMX nnu:
$ jemd <pid> Thread.print | grep "tid=" | wc -1

MPUKMHYTb pa3Mep cTeKa TeCTOM UMU:
https://aithub.com/apangin/jstackmem

HepeMHO)KI/ITb N B3ATb C 3allaCOM

32


https://github.com/apangin/jstackmem

Opyrme numutbl B THREAD

CIMNLLUKOM MHOTo notokoB B OC:

java.lang.OutOfMemoryError:
unable to create new native thread

[1peBbILLEH Pa3Mep CTEKA:
java.lang.StackOverflowError

33



NpumMep BbiBoaa NMT
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NMT: kaTteropua CODE

XpaHI/lﬂI/lU_Le CreHepmnMpoBaHHOIO KOLOA

MOYHO OrNMeaHM4YMTb.
-XX:ReservedCodeCacheSize[=240M]

[MogpobHee:

BnagnMump CUTHUKOB — Java TOPMO3UT:

CodeCache edition (JPoint 2019)

35


https://www.youtube.com/watch?v=Q87qG7Mee90
https://www.youtube.com/watch?v=Q87qG7Mee90

NpumMep BbiBoaa NMT
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NMT: kaTeropua GC

CobCcTBEHHbIE AaHHble COOPLUMKa MyCOpa
He nMeeT orpaHmyeHunsa
CWTbHO 3aBUCUT OT CaMOro coOopLmKa:

https://voutu.be/c755fFVIRNKk?t=678

37


https://youtu.be/c755fFv1Rnk?t=678

NpumMep BbiBoaa NMT
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NMT: kateropua OTHER (INTERNAL)

[1O cMbIC/Ty O3Ha4aeT “npoyee”
noatoMy B Java 11 pa3zbuTta Ha aBe (+Other)

He nmMeer OrpaHMYeH"4
KPpOMeE -XX:MaxDirectMemorySize

MOXKeT coaep»XaTb MoYTK UYTO YrogHO
NO3TOMY HY>KHbI Aetann NMT
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NMT: kateropua OTHER (INTERNAL)

Korpa kaTteropua GC HeoroBapmBaeT:

[Ox00007faeb7f9b5b5] BitMap::BitMap(unsigned long, bool)+0x1d5
[Ox00007faeb82caB8f] OtherRegionsTable::add_reference(void*, int)+0x57f
[Ox00007faeb82e0f40] InstanceKlass::oop_oop_iterate_nv(oopDescx,
FilterOutOfRegionClosurex)+0xc0
[0x00007faeb82c3373]
HeapRegion:: oops_on_card_seq_iterate_careful(MemRegion,
FilterOutOfRegionClosure*, signed char*)+0x163
(malloc=1154790KB type=Internal +846638KB
#577395 +ZQE?19)

NMT details

https://stackoverflow.com/a/76795967/3507435

/
/

I

Compiler
Category

Internal
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https://stackoverflow.com/a/76795967/3507435

NMpumep oetanen ana INTERNAL

[Ox00007fc009a30ab5] jni_GetByteArrayElements+0x165

(malloc=2263KB type=Internal +53KB
#579408 +13550)

# (cnycta HeckosbKo 0OHel)
[0x00007fcB09a30ab5] jnilGetByteArrayElements}Ox165

(malloc=282704KB type=Internal +280493KB
#72372172 +71806314)

41



3auemM JNI B 2023 roay B Java?

Kak mocnaTb ynpaBngaembl ping 13 Java?

InetAddress.isReachable(int) — TaKoe cebe

[OTOBblIEe BUBNMOTEKM HE MoOoLUMM

O6EpTKa Haa rocksaw — BbIGpPaHHbIN MYyTb

42


https://stackoverflow.com/q/11506321/3507435
https://www.savarese.org/software/rocksaw/

N KaK 3TO NpaBUJIbHO NMOTOBUTD...

static void getAddr(IJNIEnv *env, jbyteArray address,
char *addr)
{

jbyte xbuf = env—GetByteArrayElements|(address, NULL);
jint addrLen = env—GetArrayLength(address);

int 1;
for(i = 0; i < addrLen; i++)

//

env—ReleaseByteArrayElements|(address, buf, JNI_ABORT);
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NMT: kaTteropua SYMBOL

[1B€e OCHOBHbIE€ TabnnLbl:
MMEHAa, CUrHaTYpPbl, MOEHTUPUMKATOPDbI
CCbINKM Ha intern()'ed cTpokn (He 06bEKTHI)

MOYXHO MOCMOTPETL Yepes jcmd:
VM.stringtable [-verbose]
VM.symboltable [-verbose]

45


https://docs.oracle.com/en/java/javase/17/docs/api/java.base/java/lang/String.html#intern()

Mpumep dparMeHTa TabnuLubl CTPOK

$ jemd “pgrep java“ VM.stringtable -verbose

18:
80:
16:
510
11:

getDefaultSchemeld

Bundle-SymbolicName: org.apache.lucene.core

Asia/Novosibirsk
org.eclipse.update.internal.configurator.SiteEntry
— DYNAMIC

46



foe ewe nouymTaTb O KaTeropmsax

JVM Anatomy Quark #12:
Native Memory Tracking

Oracle Troubleshooting Guide — NMT

Java usind much more memory than heap size

- StackOverflow

47


https://shipilev.net/jvm/anatomy-quarks/12-native-memory-tracking/
https://shipilev.net/jvm/anatomy-quarks/12-native-memory-tracking/
https://docs.oracle.com/en/java/javase/17/troubleshoot/diagnostic-tools.html#GUID-1F53A50E-86FF-491D-A023-8EC4F1D1AC77
https://stackoverflow.com/a/53624438/3507435
https://stackoverflow.com/a/53624438/3507435

NMpoumne
MCTOUYHUKMU
aNiNIoKaLuun




Pogd 5
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NMT onucbiBaeT

BCIO HaTUBHYIO NaMATb



CpaBHeHUe nokasaHum JVM mn OC

$ jcmd “pgrep java® VM.native_memory summary | grep Total
Total: reserved=23121490KB, committed=21934730KB

$ sudo cat /proc/ pgrep java /status | grep RSS
VmRSS: 22520924 kB

PasHmua: 22520924-21934730=586184 KB
he ewé 500+MB ? &

50



Kak NMT yuuTtbiBaeT ByteBuffers

ByteBuffer.allocateDirect()
yumTbiBaeTcd B Other (0o JDK 11 — Internal)

ByteBuffer.allocate()
yu4nTbiBaeTCcA B Heap

FileChannel.map() x
OlMaHbKW

51


https://stackoverflow.com/questions/62635023/native-memory-consumed-by-jvm-vs-java-process-total-memory-usage

HanTtm ncrouyHuk (yepes pmap)

$ pmap “pgrep java' | grep log

00007fd863000000 204800K rw-s- CommitLog-6-1690274673823.109g
00007fd86F800000 204800K rw-s- CommitLog-6-1690274673822.109g

00007fda7123a000 80K r--s- syslog.jar

commitlog_segment_size_in_mb: 200 # cassandra.yaml
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NpemMeXXyTO4YHbIU BbiBOA

Kaxxaoblt mapred-pansi OTbeLFET HATUBHYIO
NaMAaTb MO CBOEMYNRA3MePY

HaOo 60pPOTbCg L TaKIMNIM PaniaMm




§ stackoverflow Products | Q Search... 7:
Home mmap:{will the mapped file be loaded into memory immediatelyﬂ
PUBLIC Asked 9 years, 9 months ago Modified 3 years, 9 months ago Viewed 8k times

4 Answers

No, yes, maybe. It depends.

42
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https://stackoverflow.com/questions/19653618/mmap-will-the-mapped-file-be-loaded-into-memory-immediately

CKOJIbKO HaA CaMOM feJie 3aHATO

$ pmap -X “pgrep java'
Address Size
55d98e400000 4

7fbf25e00000 204800
7fbf32600000 2048
7fbT32800000 204800

Rss Mapping
4 java

4 CommitlLog-6-1691993268689.109g
2048
1644 CommitlLog-6-1691993268688.10¢
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UYTOo HY)XHO 3HaTb 06 mapped buffers

Mapped-pamnn He oba3aTesibHO 3aHUMAET
B MaMATU CTOJIbKO, CKOJIbKO BECUT CaM

*‘OTpaboTaHHbIe” YacTn dania MOryT COCTaBNATb
3aMETHYIO YacTb buffer cache

HO 3TO, KaK MpaBKo, He Npobrema

OnacaTtbcd Ny4ylle He cpeaHero, a NMKOoB:

56



[TpyMep
“yacTokona’,
MPOBOLMNPO-
BaBLLEro
OOM Killer

[Nnarmu

Buffer Pools

ana
VisualVM
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Mapped

Memory Used: 419 430 400 B Total Capacity: 419 430 400 B
Count: 2
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oo E] 3_ jfva.nio
[Oe ewle nocMoOTpEeTb SR
AﬂE}--A'tlIibutes
: - Name
Count
1na pabotbl ¢ IMX 13 L
: : - ObjectName

KOHCOSN €CTb YTUMUTKA )

. [=i-Atiributes

Jmxterm: o tem

- Count

. TotalCapacity
docs.cyclopsgroup.org/imxterm . MemoryUsed
- ObjectName
=@ mapped - 'non-volatile memory’
= Attributes
Name
java.nio - Count
IMX TotzalCapacity

MBean - MemoryUsed
- ObjectName
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https://docs.cyclopsgroup.org/jmxterm

Jmxterm B A€UCTBUMU (COKPALLIEHHO)

$ java -jar jmxterm-1.0.2-uber.jar

$>open 128163 - PID
$>get -b java.nio:name=mapped, type=BufferPool =*

Count = 2;

Name = mapped;
TotalCapacity = 419430400;
MemoryUsed = 419430400;

ObjectName = java.nio:type=BufferPool,name=mapped;

59



Hantu ncrouHuk (4epes async-profiler)

HadaTb 3aNMMCb mmap-ajjioKaLu 7k

$ sudo ./profiler.sh start -e mmap “pgrep java“

Y3HaTb, Kak gena (ecnu Hago):

$ sudo ./profiler.sh status “pgrep java’

COXpPaHUTb TEKYLLUMM pe3ynbTaT:

$ sudo ./profiler.sh dump -f mmap.html “pgrep java’

60



Flame Graph Produced

org/apache/lucene/index/IndexWriter.commit

org/apache/lucene/index/IndexWriter.commit
(717 samples, 22.32%)

Function: org/apache/lucene/index/IndexWriter.commit (717 samples, 22.32%)

MpouMep obHapyXKeHMa NMMKOB mmap-asyiokaumn B Apache Lucene
61




NMT doesn't give complete
Information for the memory
used by the class data sharing
(CDS) archive.

https://docs.oracle.com/en/java/javase/17/vm/native-memory-tracking.html


https://docs.oracle.com/en/java/javase/17/vm/native-memory-tracking.html

Class Data Sharing

DPurya JVM Ong ycKopeHma 3anycka um
yYMeHbLUEHUSA MOTPEBNEHUA MaMATU

Kak MNPEOoBEPUNTb, BKJTFOHEHAa J1WN.

$ jemd “pgrep java® VM.info | grep CDS

CDS archive(s) not mapped

CDS: off

[1o Java 12 no yMOoJT4aHUIO BblKItOYEHa
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https://openjdk.org/jeps/341

CDS anga tex, KoMy 3a 12

$ jecmd “pgrep java  VM.info | grep CDS

CDS archive(s) mapped at:
[Ox0000000800000000-0x0000C00800bel1000-0x00OOOOO800hel10
00), size 12455936, SharedBaseAddress:
Ox0000000800000000, ArchiveRelocationMode: 0.

CDS: on

-XmMM
¢hoookycbi,
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BbiscHA€M UCTOYHUK (JDK 17)

$ pmap “pgrep java' | grep jsa

000BOBO7FfbOOBOO
000BOBO7FfcO0000
cJojejofejolepeyejelejelejele)e
0000800458000

472K
520K
4448K
7716K

Pw---

Pw---

classes
classes
classes
classes

.Jjsa
.Jjsa
.Jjsa
.Jjsa

$ du -h $JAVA_HOME/1lib/server/classes.jsa
14M 1ib/server/classes.jsa
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Cnucok KnaccosB BWWUT B JDK

$ cat $JAVA_HOME/1lib/classlist | head -10
# NOTE: Do not modify this file.

java/lang/0bject

Bcero: 1401 kacc
java/io/Serializable (a5 IDK 17.0.7)
java/lang/Comparable

java/lang/CharSequence
java/lang/constant/Constable
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YTO HY)XKHO 3HaTb 0 CDS

HeMHOro yckopsaet 3anyck JVM

DKOHOMMUT MaM4ATb, ECITN B CUCTEME HECKOJTbKO
npoLueccoB ogHOUM 1 ToW ke JVM

Co BpeMeHeM Mo NMaMdaTm He paCTéT
MOMHO OTKJTKOUUTD. -Xshare:off

[MogpobHee — B DTOM CTaTbe
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https://toparvion.pro/post/2019/10/appcds-with-spring-boot/

Ecnuv no NMT Bce OK, 1o
OOM Killer He npupéT



The OOM killer selects

a task to sacrifice

for the sake of

the overall system health.



https://docs.kernel.org/admin-guide/mm/concepts.html?highlight=killer#id9

Java He Bcergna BMHoBaTa

$ grep

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

“invoked oom-killer” messages-20230702

dnf invoked oom-killer
new_free_mem_me invoked oom-killer
VM Thread invoked oom-killer
mem_nonheap_tes invoked oom-killer
InConsumerThrea invoked oom-killer
snmpd invoked oom-killer
MutationStage-8 invoked oom-killer
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NouyeMmMy TakK?

1097 i

1098 * out_of_memory -]kill the "best" process when we run out of memory
1099 * @oc: pointer to struct oom_control

1100 %

1101 * If we run out of memory, we have the choice between either
1102 * killing a random task (bad), letting the system crash (worse)
1103 * OR try to be smart about which process to kill. Note that we
1104 *ldon't have to be perfect here, we just have to be good

1165 4

1106 | bool out_of_memory(struct oom_control *oc)

1107 { !

https://github.com/torvalds/linux/blob/c1a515d3¢0270628df8ae5f5118ba859b85464a2/mm/oom kill.c#1.1106 71


https://github.com/torvalds/linux/blob/c1a515d3c0270628df8ae5f5118ba859b85464a2/mm/oom_kill.c#L1106

ANropmuTM Bbl60pa YXepTBbl

226 /*

227 * The baseline for the badness score is the proportion of RAM that each
228 * task's rss, pagetable and swap space use.

229 a4

230 points = get_mm_rss(p->mm) + get_mm_counter(p->mm, MM_SWAPENTS) +
231 mm_pgtables_bytes(p->mm) / PAGE_SIZE;

232 task_unlock(p);

233

234 /* Normalize to oom_score_adj units */

235 adj *= totalpages / 1000;

236 points += adj;

237

238 return points;

https://github.com/torvalds/linux/blob/c1a515d3c0270628df8ae5f5118ba859b85464a2/mm/oom kill.c#1.230


https://github.com/torvalds/linux/blob/c1a515d3c0270628df8ae5f5118ba859b85464a2/mm/oom_kill.c#L230

ANropmuTM Bbl60pa YXepTBbl

PaccumTaTb “ouKkK” 014 KaXkaoro npoLiecca:

polints = RSS + page_table + swap
HopManm3oBaTb K 1000

[MoUHATb NonpPaBKy Ha ocom_score_ad]

B34Tb Npouecc ¢ MaKCUMalbHbIM score

SIGKILL

https://github.com/torvalds/linux/blob/c1a515d3c0270628df8ae5f5118ba859b85464a2/mm/oom kill.c#1.230
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https://github.com/torvalds/linux/blob/c1a515d3c0270628df8ae5f5118ba859b85464a2/mm/oom_kill.c#L230

U npuyem 3pecob Java?

$ ./oom-score-list.sh

PID Score Process

988 0] irgbalance

99 0 writeback

992 0) chronyd

657 1 systemd-journal

269670 898

java

https://www.baeldung.com/linux/memory-overcommitment-oom-killer

74


https://www.baeldung.com/linux/memory-overcommitment-oom-killer

UTO MOXXHO caenaTtb

Y3HaTb Tel-(yLLI,l/ll;l oome_score.
$ cat /proc/ pgrep java /oom_score
[TonpaBuTb NnonpasBky (oT -1000 go 1000):

$ sudo echo -100 > /proc/ pgrep java /oom_score_adj

NepekntoumTb noBegeHme Killer'a:

$ sudo sysctl -w vm.oom_kill_allocating_task=1
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Java He Bcergna BMHoBaTa

$ grep

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

“invoked oom-killer” messages-20230702

dnf invoked oom-killer
new_free_mem_me invoked oom-killer
VM Thread invoked oom-killer
mem_nonheap_tes invoked oom-killer
InConsumerThrea invoked oom-killer
snmpd invoked oom-killer
MutationStage-8 invoked oom-killer
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Java He Bcerga BMHoBaTa

|

$ grep “invoked oom-killer” messages-20230702
kernel: dnf invoked oom-killer

kernel: new_free_mem_me invoked oom-killer
kernel: VM Thread invoked oom-killer

kernel: mem_nonheap_tes invoked oom-killer
kernel: InConsumerThrea invoked oom-killer
kernel: snmpd invoked oom-killer

kernel: MutationStage-8 invoked oom-killer
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Ecnu Killer’'a Bcé-Taku Bbi3Basa java

B nore anpa 6yneT BUOEH NoTok, a He npoLecc
Ha3BaHWMe noToka obpe3aeTtcd Ha 15 cumMBoiax
PID noTtoka He paBeH PID npouecca java
CTEKTPENC HE OTPaXKaeT COCTOAHME MOTOKA

[MogpobHee — 30€eChb
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https://serverfault.com/q/1139778/1039142

A ecnn NOMEHSATb aNJIoKaTop NaMAaTn?

DyHKuMa malloc() B *nix OC MOXXEeT MMETb
Pa3Hble UMMNEeMeHTaUnM

X MOYKHO “nogknagbiBaTh Ha 3Tanax:
KOMMuNauunm
COGOPKU/MNHKOBKM
B runtime (noaoxoout onga JVM)
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YTOo He TaK ¢ 06bI4HbIM Mmalloc? (glibc)

$ pmap “pgrep java | grep -B 1 " 65.%¥K .* [ anon 1"
132K rw——-

0B0O7f637c000000
00007f637c021000
000O7f6380000000
00007f6380021000

65404K

132K rw---

65404K

[
[
[
[

anon
anon
anon

anon

ed hed ] L]

\

> ~100 WTYyK

$ cat /proc/ pgrep java /status | grep RssAnon

RssAnon:

1416720 kB

80



UTO He TaK ¢ 06bIuHbIM malloc?

MoyKeT cCMNbHO dparMeHTUPOBaTb MAaMATD,

OCOBEHHO B MHOIMOMOTOYHbIX NMPUNJITOKEHNAX

Free vsed [ Available
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https://blog.cloudflare.com/the-effect-of-switching-to-tcmalloc-on-rocksdb-memory-use/

AnbTepHaTtuBa — Jemalloc

OTKPbITbIM afToKaTop poaom 13 FreeBSD (2005)
3aTOYeH Nog MHOTOMOTOYHbIE MPUTOXEHUS
IMeeT BCTPOEHHbIE CpeacTBa OT/1aKM

[TonmMeHsaeTca B Facebook, Firefox, Mac OS X, ...
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https://github.com/jemalloc/jemalloc/wiki/Background

Kak noaknountb Jemalloc k JVM

CKayaTb 1 cobpaTb

BbKTaBMﬂaﬂepeMeHHyK)OprMeHMQI
export LD_PRELOAD=/path/to/libjemalloc.so

BbKTaBMﬂaHepeMeHHyK)OprmeHMﬂ:
export MALLOC_CONF=prof:true,..

(mepe)3anyctntsb JVM
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https://github.com/jemalloc/jemalloc/releases/latest
https://github.com/jemalloc/jemalloc/blob/dev/INSTALL.md
https://jemalloc.net/jemalloc.3.html

Jemalloc B pemncresum

$ pmap “pgrep java | grep -B 1 " 500K .* [ anon ]"

00007fbefd280000 12K ----- [ anon ]
00007fbefd283000 500K rw--- [ anon ]
00007fbefd300000 12K ----- [ anon ]
00007fbefd303000 500K rw--- [ anon ]

$ cat /proc/ pgrep java /status | grep RssAnon
RssAnon: 1296356 kB



A 4YTO B KOHTEUHepax?

Hy)-I-(HO YHNTbIBaTb JIMMUMNT Ha Cgroup.

memory.limit_in_bytes

g Docker KOHTEMHEPOB €CTb ONuUUU

--oom-kill-disable, --memory-swap, -—-memory-swappiness

B JVM Buildpack NMT BK/to4eH Mo YMOMYaHUIO
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Kak otkniountb NMT B JVM Buildpack

tasks.named<BootBuildImage>("bootBuildImage") {
environment.set(map0f(
"BPE_DEFAULT_BPL_JAVA_NMT_ENABLED" to "false",
))
//

build.gradle.kts



Java Buildpack Memory Calculator

Bblumcnaet onumm JVM ona namMaTtm

OnunpaeTtca Ha dopMyny:
Xmx = total memory - (headroom amount

+ direct memory + metaspace + reserved code cache
+ (thread stack * thread count))

BkrtoyaeT nonesHble YMOJIi4aTesibHbl€e 3HaA4YEeHUH

[To3BoNAaeT ceba TIOHUTDL
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https://github.com/cloudfoundry/java-buildpack-memory-calculator#java-buildpack-memory-calculator

Bbl BOAbl Paou vero

BCé 2TO

Pe3 IOMé NPOLOMXKaNOCh
CcbINKKn




Takeaways

NMpepoTBpalleHue AHanus YcTpaHeHue
IenaTb 3anac NMT (jcmd) DUKCUTDb YyTEUKMN
MNaMAaTU BHE Ky4M orofil c

pmap/top Y
[TpoBepsTh Mcnonb3oBaTh
CTOPOHHME NG IMX/IFR

jemalloc
Ha PaboTy BHe

Ky
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Pe3loMe

O6LWero IMMMUTa HATUBHOM MAaMATU HET
Ecnun npuwen OOM Killer — Bktodamt NMT

PaboTty Killer'a Hago He HacTpamBaTh,
a NpefoTBpaLlaTh
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Bonpochbl?

Bnagumump MNnmnsra

) Toparvion
4\ toparvion.pro
@ stecotextru

https:/t.me/StegoTrend

) cnanabl


https://github.com/Toparvion
https://toparvion.pro/
https://stegotext.ru
https://t.me/StegoTrend
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